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Mission statement  

At H-FARM International School Vicenza we are committed to empowering students to become 

successful lifelong learners in today’s diverse global society.  

In a warm, stimulating learning environment, we support the potential of every child to become 

knowledgeable, proactive, curious students and internationally minded citizens.  

 

1. Our vision on technology  

As a tech-forward school, we promote using technology with intention and avoid using 

technology simply because it is available. Intentional use means that we decide when, how, and 

what technology to use after thoughtful consideration of quality, purpose, and appropriateness 

for learning. 

 

2. Purpose of technology 

Technology is an important part of our students’ world, but its value depends on how and why it 

is used rather than simply how much students use it. In the PYP, technology is one of many tools 

that can support inquiry, creativity, collaboration, communication, and reflection. We believe 

purposeful learning begins with the learning goal, not the device. Being a technology-forward 

school means knowing when technology enhances learning and when other approaches, such 

as hands-on experiences, discussion, reading, creating, or exploring the world around us, are 

more effective. Our goal is to help students use technology intentionally, responsibly, and 

effectively while developing the judgement to know when to use it and when to put it aside. The 

term intentional is used to describe technology that is selected because it advances a clearly 

identified learning outcome, rather than simply because it is available, engaging, or innovative. 

 

3. Our approach to technology  

 

3.1. Digital citizenship 

Digital citizenship is intentionally woven throughout the curriculum and reinforced through 

authentic learning experiences across the units of inquiry. Students develop their understanding 

of intentional and responsible technology use through ongoing opportunities to reflect, practice, 

and apply these skills in meaningful contexts. 

 Students co-create Essential Agreements that establish shared expectations for respectful 

and responsible technology use in their classrooms. Through these agreements, students 

develop ownership of their digital choices and learn how their actions contribute to a 

positive and supportive learning environment. 



   
 

   
 

 Students participate in school-wide initiatives, such as Safer Internet Day, dedicated 

Assemblies, Global Campus challenges that provide opportunities to explore important 

topics including online safety, media balance, cyberbullying, digital wellbeing, and 

responsible participation in online communities. These experiences help students connect 

their learning to real-world situations and reflect on their role as members of digital 

communities. 

 Students explicitly learn about digital citizenship during Digital Design lessons, where they 

explore topics such as online safety, digital identity, media balance, responsible 

technology use, ethical creation, and the impact of their choices in digital spaces. These 

lessons provide a dedicated space for students to develop the knowledge and skills 

needed to navigate digital environments confidently and responsibly. 

 Students apply digital citizenship concepts across units of inquiry and subject areas by 

engaging in authentic learning experiences that require critical thinking and ethical 

decision-making. For example, students evaluate the credibility of online sources during 

inquiry, use AI tools responsibly, respect copyright and intellectual property when creating, 

collaborate appropriately in shared digital spaces, and reflect on how technology 

influences their thinking, relationships, and wellbeing. 

 Teachers and students continue to develop their understanding of effective and 

responsible technology use through ongoing learning opportunities, including initiatives 

such as the NAE Global Campus Digital Citizenship Programme.  

 

3.2. Students’ responsibilities 

As members of our learning community, students are expected to use technology in ways that 

support their learning, wellbeing, and the wellbeing of others. Responsible technology use is 

about making thoughtful choices, acting with integrity, and understanding that our actions, both 

online and offline, have an impact. The IB Learner Profile provides a framework for developing 

these habits and dispositions, helping students become confident, ethical, and balanced digital 

citizens who know when technology enhances learning and when another approach is the better 

choice. 

Inquirers: We use technology to ask questions, explore ideas, and learn new things safely and 

responsibly. 

Knowledgeable: We use technology and Al tools to help support our learning and growth us 

learn, think, and grow without letting the tools them do all the thinking for us. 

Thinkers: We think carefully about what we see online, ask if information is true, and make 

smart choices when using technology. 

Communicators: We use technology to share ideas, work together, and build a positive digital 

footprint. 

Principled: We are honest and responsible online by giving credit to others’ work, respecting 

privacy, and following rules for safe and fair use. 



   
 

   
 

Open-minded: We use technology to learn about different people, cultures, and perspectives, 

and we do not stay only inside our own online “bubble.” 

Caring: We use kind and respectful words and actions online and help create safe and positive 

digital spaces for everyone. 

Risk-takers: We learn how to stay safe online, protect personal information, and know when to 

ask for help or take a break from technology. 

Balanced: We make healthy choices about when and how we use technology so we can care 

for our minds, bodies, relationships, and wellbeing. 

Reflective: We think about how technology and media make us feel and how our online choices 

affect ourselves and others. 

 

3.3. Teachers’ responsibilities 

Teachers make thoughtful and intentional decisions about when and how technology is used to 

support learning. Teachers begin with the learning goal and consider whether technology is the 

most effective tool to support that goal, recognizing that meaningful learning can and does 

happen with or without digital tools. 

 Teachers communicate the purpose behind technology use and ensure that students 

understand not only how to use a tool, but why it has been chosen. When introducing 

new platforms, applications, or digital resources, teachers consider factors such as 

learning value, accessibility, privacy, safety, and alignment with curriculum goals.  

 Students and teachers establish Essential Agreements that support balanced and 

responsible technology use. These agreements may include practices such as storing 

devices when they are not needed, using technology only when directed by the teacher, 

caring for equipment, and maintaining focus during learning experiences. These routines 

help students develop self-management skills and understand that technology is a tool 

for learning.  

 Teachers continue to develop their understanding of effective technology integration 

through professional learning opportunities.  

 The digital tools used across the school are carefully selected to support specific 

learning purposes. While the platforms and applications may vary across grade levels 

and over time, teachers consider how each tool supports student learning and aligns 

with the principles of purposeful technology use. Families may receive additional 

information throughout the year about specific tools being used in their child’s 

classroom, including the purpose of the tool and how it enhances learning. including any 

technology-mediated homework assignments. 

 

3.4. Parent partnership 



   
 

   
 

Responsible and purposeful technology use is a shared responsibility between school and 

home. Through open communication and shared expectations, we work together to support 

students in developing healthy digital habits and making thoughtful choices about how they use 

technology. 

Together, parents and students can discuss and establish healthy technology habits at home, 

including: 

 Creating a Family Media Agreement (See Appendix 1 for a suggested template) 

 Reflecting on the intention and purpose behind device use 

 Developing strategies for online safety, balance, and wellbeing at home 

 Be an active participant in students' interactions with tech.  

 

 

4. Safety measures at school  

The following overview is intended to explain what has been implemented, why it is important, 

and how it contributes to our wider approach to online safety. It can also serve as the basis for 

communication with parents and guardians. NAE has implemented a comprehensive web 

filtering and internet security solution across our schools using Cisco Secure Access – Secure 

Internet Access (SIA). This initiative strengthens the protection of internet access across our 

school environment and extends appropriate security controls to organization-managed devices 

when they are used outside the school. 

 

What have we implemented? 

Cisco Secure Access SIA is a cloud-based internet security platform that allows us to apply 

consistent security and web access policies across our school environment. We selected Cisco 

as an established global technology and cybersecurity provider with extensive experience 

protecting organizations worldwide. Its security services also benefit from Cisco's global threat 

intelligence capabilities, helping identify malicious websites, phishing, malware and emerging 

online threats. 

Our implementation provides two complementary levels of protection: 

- Within the school environment: devices accessing the internet through the school's network 

are subject to our security and web filtering policies. 

- On school-owned devices: applicable security and filtering controls can continue to protect 

devices when they are used outside the school network, for example at home or through 

another internet connection. 

This means our approach is not limited to protecting the physical school network. Where 

appropriate, protection can follow school-owned devices wherever they are being used. 

 

What does the web filtering system do? 

The solution evaluates internet requests against cybersecurity and acceptable-use policies 

defined by the school. Depending on the destination and applicable policy, access may be 



   
 

   
 

permitted, restricted or blocked. From a cybersecurity perspective, this helps prevent access to 

internet destinations associated with threats such as: 

• phishing and credential-stealing websites; 
• malware and malicious websites; 
• potentially dangerous downloads; and 
• other known or suspected security threats. 

In addition, websites and online services can be classified into content categories. This enables 

us to restrict access to categories considered inappropriate for an educational environment 

whilst maintaining access to legitimate educational resources. 

The solution therefore provides both cybersecurity protection (student online safety against 

online bad actors) and appropriate web content filtering. 

 

 

Why is this important? 

Internet access is now an essential part of teaching and learning. Pupils routinely use 

educational websites, cloud services, online learning platforms, and other digital resources. At 

the same time, unrestricted internet access can expose young people and school systems to 

inappropriate content and cybersecurity risks. Our objective is therefore not simply to block 

websites, but to provide pupils with appropriate access to the internet within a protected digital 

environment. 

The use of a cloud-based security platform also reflects the way technology is now used in 

education. Learning no longer takes place exclusively within the school building, and 

organization-managed devices may be used across different locations and internet connections. 

Our security model therefore needs to extend beyond the traditional school network perimeter. 

 

Protection outside the school 

One of the important benefits of this approach is that school-owned devices can continue to 

benefit from applicable security controls when they are used away from school. For example, 

when a pupil or member of staff uses a school-owned device at home, the device still follows 

the school's internet security and filtering policies. This helps us provide a more consistent level 

of protection regardless of where the device is being used. It is important, however, to 

distinguish this from privately owned devices. Our controls apply to school infrastructure and 

school-owned devices according to their configuration. They do not replace the parental controls 

or security measures that families may choose to use on their own personal devices and home 

networks. 

 

Our overall approach 

The implementation of Cisco Secure Access SIA represents an important step forward in our 

approach to cybersecurity and online safety. 

It enables us to: 

• help protect pupils and staff from malicious internet destinations; 
• reduce exposure to phishing, malware and other online threats; 
• restrict access to inappropriate content; 
• apply consistent security policies across our schools; 



   
 

   
 

• extend appropriate protection to organization-managed devices outside the school network; 

and 
• adapt our security and filtering policies as technology and online threats evolve. 

Most importantly, our objective is to create a digital environment in which pupils can benefit from 

the opportunities offered by online learning whilst appropriate safeguards operate in the 

background. 

We have chosen an established enterprise cybersecurity platform to provide the technical 

foundation for these protections, but technology alone is not the answer. Effective online safety 

requires a combination of appropriate technical safeguards, education, awareness, responsible 

use and partnership between schools and families. 
 

5. Consequences for misusing technology 

When technology is misused, our approach is to help students understand the impact of their 

choices, repair any harm caused, and learn from the experience. Consequences will be 

appropriate to the situation and may include reflection time, problem-solving conversations, 

temporary limits on access, or additional support in developing responsible technology habits.  

Minor misuse 

Examples Consequences 

 Using a device for an activity 
unrelated to learning 

 Forgetting classroom technology 
expectations 

 Misusing features or apps in ways 
that interrupt learning 

 Failing to care for classroom devices 
or equipment 

 

 Warning 

 Problem-solving with the teacher 

 Reflection time with the Head of 
Programme  

 After 3 reflection time, the family is 
informed and a 3-way conference is 
organized)  

 Temporary adjustment of device 
access 

 

Major misuse 

Examples Consequences 

 Accessing and/or trying to access 
inappropriate content 

 

 Reflection time with the Head of 
Programme 



   
 

   
 

 Sharing personal information or 
another person’s information without 
permission 

 Using technology to harm, exclude, 
or disrespect others 

 Plagiarizing or misrepresenting work 
created with digital tools or AI 
(repeated attempts) 

 Repeatedly ignoring technology 
expectations 

 Parent communication 

 Temporary restriction of technology 
access 

 Additional support or digital 
citizenship learning 

 Further consequences in alignment 
with school policies (see Behaviour 
Policy, Academic Integrity Policy, 
and AI Policy).  

 

 

 

 

 

Appendix 1 

School – Student - Family Media Agreement  



   
 

   
 

 



   
 

   
 

 

 


